
Presentation
As a senior consultant, I have extensive experience in implementing information security policies and managing risks related to cybersecurity. I am also an expert in vulnerability management and penetration testing.

Professional Experiences
· BNP Paribas Paris - Vulnerability Management Expert April 2022 – Present
Expert in vulnerability management with 2 years of experience in identifying, assessing, and mitigating security vulnerabilities in various IT environments (Qualys, ServiceNow, Nexus). Proven experience in implementing effective vulnerability management strategies to improve the organization's security posture.

Missions:

· Conducting regular vulnerability assessments and analyses, identifying and remediating critical vulnerabilities.
· Collaborating with cross-functional teams to implement proactive security measures and ensure compliance with industry standards.
· Leading security breach investigations, documenting findings, and recommending corrective actions to prevent recurrence.
· Implementing vulnerability management processes to ensure timely mitigation of identified risks and vulnerabilities.

· Maghreb Leasing Algeria - Information Systems Security Manager July 2021 – March 2022
Context:

Implementation of Information Systems Security Policy (ISSP) and operational security charters for information systems.
Missions:
· Diagnosing and analyzing Information Systems security risks.
· Conducting technical and organizational audits to ensure IS compliance with ISSP and technical security policies.
· Identifying and proposing measures adapted to security risks and establishing action plans, ensuring their execution follow-up.
· Raising awareness, training, and advising employees on information systems security issues.
· Implementing level 1 and 2 control plans and ensuring follow-up.
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· Ensuring the comprehensiveness of level 1 control conducted by technical teams.
· Conducting technological and legal watch on information systems security.
· Maintaining the highest level of information security through continuous updating of technical and organizational security measures.
· Ensuring the inclusion of business security requirements in projects and developments.
· Validating security requirements in project specifications involving information systems.
· Advising and assisting IT teams, technically validating IT architectures and security tools to be implemented.
· Contributing to a controlled evolution of processes, services, and environments by supporting actors (business, IT Department) throughout digital transformation projects.
· Ensuring the Business Continuity Plan (BCP) is operational and overseeing its updates.
· Updating continuity plans for information systems, human resources, logistics, and security of assets and people in collaboration with responsible parties.
· Updating activity impact assessments in collaboration with businesses.
· Conducting BCP tests according to predefined scenarios and overseeing their updates.
· Developing the BCP management dashboard and ensuring reporting.
· Training employees on BCP principles.

· Ernst & Young Advisory Algeria - Senior Cybersecurity Consultant September 2018 – April 2021
Worked on numerous IT security & business continuity projects. Main missions included:

October 2018 – December 2018 :	Fonds National d'Investissement
Project: Information System Security Review

· Network review assistance.
· Data backup/restoration review assistance.
· Access and permissions management review assistance.
· Server and user workstation security review assistance.
· Network equipment configuration review.
· Authenticated and unauthenticated vulnerability scans.
· Internal penetration tests.

December 2018 – November 2019 :	Banque du Développement Local BDL
Project: Business Continuity Plan (BCP) Update Support

· Updating Business Impact Analysis (BIA).
· Risk assessment updates.
· Recovery strategy updates.


· BCP and associated procedures updates.
· Supporting execution of two IT disaster recovery tests.
October 2018 – January 2019:	CONDOR ELECTRONICS
Project: Penetration Testing and Cybersecurity Program Evaluation
· Internal penetration tests.
· External penetration tests.
· Authenticated and unauthenticated vulnerability scans.
· Cybersecurity program evaluation.
· Developing cybersecurity roadmap.
January 2019 – May 2019:	CONDOR ELECTRONICS
Project: Cybersecurity Roadmap Implementation Support
· Developing information security strategy aligned with key IT and business objectives and communicating the strategy to key stakeholders.
· Identifying, defining, and validating roles and responsibilities related to information security.
· Developing and implementing security policies, procedures, standards, and guidelines.
· Implementing information security risk management processes.
· Creating secure network zones/segments for systems containing sensitive data.
· Remediation of technical vulnerabilities from penetration tests, vulnerability scans, and configuration reviews.
May 2019 – May 2019:	CARDIF El DJAZAIR
Project: Information System Security Audit
· Auditing information security controls as defined by the group in accordance with the national IT security framework.
· Auditing the Business Continuity Plan in accordance with ISO 22301.
May 2019 – May 2019:	NATIXIS BANQUE
Project: External Application Penetration Tests
· Conducting the following missions:
· Institutional website penetration tests.
· Pre-domiciliation website penetration tests.
· BANXY mobile application tests.
June 2019 – July 2019 :	Société Nationale d'Assurance SAA
Project: Network Infrastructure and Security Audit
· Internal penetration tests.
· External penetration tests.
· Authenticated and unauthenticated vulnerability scans.
· Network equipment configuration review.
July 2019 – July 2019:	LAFARGE HOLCIM
Project: Application Penetration Tests
· Institutional website penetration tests.
· Mobile application tests.
September 2019 – November 2019:	Crédit Populaire d'Algérie CPA
Project: Network Infrastructure and Security Audit
· Institutional website penetration tests.


· Pre-domiciliation website penetration tests.
· Mobile application tests.
· Internal penetration tests.
· Authenticated and unauthenticated vulnerability scans.
· Network equipment configuration review.
November 2019 – December 2019:	Banque Extérieure d'Algérie BEA
Project: Network Infrastructure and Security Audit

· Internal penetration tests.
· Pre-domiciliation website penetration tests.
· Institutional website penetration tests.
· SWIFT platform penetration tests.
· Authenticated and unauthenticated vulnerability scans.
· Network equipment configuration review.
November 2019 – January 2020:	Banque Nationale d'Algérie BNA
Project: Network Infrastructure and Security Audit

· Internal penetration tests.
· Pre-domiciliation website penetration tests.
· Institutional website penetration tests.
· Messaging penetration tests.
· Authenticated and unauthenticated vulnerability scans.
· 
January 2020 – February 2020:	Caisse Nationale d'Épargne et de Prévoyance-Banque CNEP
Project: Network Infrastructure and Security Audit
· Internal penetration tests.
· Authenticated and unauthenticated vulnerability scans.
· Network equipment configuration review.
March 2020 – August 2020:	Caisse Nationale d'Épargne et de Prévoyance-Banque CNEP
Project: Remediation of Security Vulnerabilities Identified During the Audit
· Strengthening the perimeter security of the information system.
· Hardening configurations of various IT assets.
July 2020 – July 2020:	Banque de l'Agriculture et du Développement Rural BADR
Project: Online Banking Audit
· Reviewing the overall logical architecture of the entire solution.
· Reviewing the configurations of equipment hosting the solution.
· Authenticated and unauthenticated vulnerability scans.
August 2020 – October 2020:	CONDOR ELECTRONICS
Project: IT Network Segmentation Support
· Deploying and implementing a new network architecture based on a secure technical zoning model.
· Restricting data flow of sensitive and high-value information between network zones.
· Activating security monitoring to detect abnormal/suspicious activities.



October 2020 – January 2021:	CONDOR ELECTRONICS
Project: Cybersecurity Roadmap Implementation
· Deploying and implementing the SEIM solution (Qradar IBM).
· Deploying the incident response solution (resilient platform).
· Deploying the DLP Guardium Data Protection solution.
December 2020 – January 2021:	NATIXIS BANQUE
Project: Anti-Fraud Tests for Mobile Application ShuftiPro

· Fraud intrusion tests for ML models.
· Non-regression intrusion tests on the mobile application.
January 2021 – March 2021:	Arab Leasing Corporation
Project: Network Infrastructure and Security Audit
· Internal penetration tests.
· External penetration tests.
· Authenticated and unauthenticated vulnerability scans.
· Network equipment configuration review.
March 2021 – April 2021:	Bred Bank Cambodia (BBC)
Project: Black Box Penetration Tests
· Internal penetration tests.
· External penetration tests.


· Gulf Bank Algeria (AGB) - IT Security Administrator April 2015 – September 2018
In the field of IT cybersecurity:
· Administering the CISCO IRONPORT web filtering solution.
· Administering the MACAFEE IPS solution.
· Administering Microsoft-SCCM for patch management.
· Implementing and administering the TREND-MICRO Anti-APT solution.
· Administering antivirus solutions: Kaspersky, ESET, and TREND-MICRO.
· Conducting penetration tests with the help of service providers.
· Drafting procedures related to IT security.
· Ensuring compliance with the information systems security policy.
In the field of Business Continuity:
· Planning and managing BCP projects according to ISO 22301.
· Implementing the bank's business continuity policy.
· Developing risk analysis projects using the MEHARI Method.
· Conducting Business Impact Analyses (BIA).
· Implementing backup policies.
· Following up on BCP and risk assessment audit missions.

Expertise Areas

· Business Continuity Management Systems (BCMS)
· Information Security Management Systems (ISMS)
· All types of penetration testing
· Reverse engineering & malware analysis
· Social engineering
· Web application penetration tests
· Implementation of cybersecurity solutions
· Vulnerability management
· Patch management
· Risk assessment

Functional Skills

· Project management
· Team management
· Risk and opportunity management
· Technical decision-making
· Planning and reporting

Personal Projects

· Organizer XNA Game Challenge Algeria (September 2011 – April 2012)
· General Secretary Micro-Club | Club.NET (October 2012 - June 2013)
· Organizer Algeria Game Challenge 2013 (October 2012 – June 2013)
· Organizer Algeria Game Challenge 2014 (October 2013 – April 2014)
· JA Company Program (Injaz el Djazair September 2012– August 2013)
· Group President of the volunteer group BE POSTIF (2014-present)
· Honorary member of the association STEPS (2019-present)

Education and Certifications
2008 Baccalaureate in Experimental Sciences, mention: Good
2012 bachelor’s in computer science: University of Science and Technology Houari Boumediene (USTHB) 2014 master’s in information systems security: University of Science and Technology Houari Boumediene (USTHB)
2016 ISO 27005 Risk Manager Certification
2016 MEHARI Certification
2016 Core Fundamentals - EMEA (V11) (COMMVAULT)
2016 Implementation and Maintenance - EMEA (V11) (COMMVAULT)
2017 EC-Council Certified Security Specialist E|CSS



2017 Certified Ethical Hacker C|EH
2018 ISO 22301 Business Continuity Management System Lead Implementer
2020 ICSI | CNSS Certified Network Security Specialist
2020 Offensive Security Certified Professional (OSCP) Training
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